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B. Customers Covered.The proposed rules would have required broker-dealers to verify the identity of any
person having authority over an account.  In response to industry objection, Treasury and the SEC modified the
definition of customer so that it now refers only to the person identified as the accountholder, except in the case of
accounts opened for minors and non-legal entities.  However, the Final Rules also include a requirement that each
broker-dealer’s customer identification policy address situations where the broker-dealer will take additional steps to
verify the identity of a customer that is not an individual by seeking information about persons with authority over
the account (see Part II.A.2 below).

Under the Final Rules, a customer includes:
a person that opens a new account (as “account” is defined below); and

an individual who opens a new account for an individual who lacks legal capacity (such as a minor) or
for an entity that is not a legal person (such as a civic club).2 

“Customer” does not include:
a financial institution that is regulated by a federal banking regulator, the SEC, or the Commodity
Futures Trading Commission;

a bank that is regulated by a State bank regulator;

most persons with respect to whom a broker-dealer would be able to claim an exemption from the large
currency transaction reporting requirements of 31 CFR 103.22; 

a person that has an existing account with the broker-dealer if the broker-dealer has a reasonable belief
that it knows the true identity of the person; or

a person who applies for but is not granted an account.3 

Broker-dealers will not be required to “look through” a trust or similar account to verify the identity of
beneficiaries, but instead will be required only to verify the identity of the named accountholder.  Similarly, with
respect to an omnibus account established by an intermediary, the broker-dealer is not required to look through the
intermediary to the underlying beneficial owners if the intermediary is identified as the owner.4 

C. Accounts Covered.  The definition of “customer” depends in part on whether an “account” is involved.  For
these purposes, an account is a formal relationship with a broker-dealer established to effect transactions in securities,
including the purchase or sale of securities and securities loaned or borrowed, and to hold securities for safekeeping
or as collateral.5 

However, the term account does not include an account that a broker-dealer acquires through any acquisition,
merger, purchase of assets or assumption of liabilities, or an account opened for an employee benefit plan under the
Employee Retirement Income Security Act.6 

2. 31 CFR 103.122(a)(4).

3. Id.

4. 68 Fed. Reg. at 25116.

5. 31 CFR 103.122(a)(1).

6. Id.



H O M E L A N D SE C U R I T Y CL I E N T AL E RT

ATTORNEYS AT LAW

© 2003 Powell, Goldstein, Frazer & Murphy LLP.

II. THE MINIMUM CUSTOMERIDENTIFICATIONPROGRAM

Each broker-dealer must implement a written customer identification program (“CIP”) appropriate for the
broker-dealer’s size and business.7 The CIP must be part of the broker-dealer’s anti-money laundering compliance
program established under 31 USC 5318(h) and must include the following elements, at a minimum: 

A. Establishing Customer Identity. The CIP must include risk-based procedures for verifying the identity of
each customer “to the extent reasonable and practicable.”  The procedures must enable the broker-dealer to form a
“reasonable belief ” as to the true identity of each customer.  The procedures must be based on the broker-dealer’s
assessment of the relevant risks, taking into account risks presented by the broker-dealer’s account types, the methods
of opening accounts, the identifying information available, and the broker-dealer’s size, location and customer base.8

1. Customer Information Required.  The CIP must specify the identifying information that will be
obtained from each customer when opening an account.  Except as noted below, the broker-dealer must obtain
at least:

the customer’s name;

date of birth (for an individual);

for an individual, his or her residential or business street address; if the individual has no
such address, and Army Post Office or Fleet Post Office box number, or the residential or
business street address of next of kin or another contact for the individual;

for a customer other than an individual, such as a corporation, a principal place of business
or other physical location address; and

taxpayer identification number or, for non-US persons, taxpayer identification number,
passport number and country of issuance, alien identification card number, or number and
country of issuance of any other government-issued document evidencing nationality or
residence and bearing a photograph or similar safeguard.9

- For a foreign business or enterprise that does not have an identification number, the
broker-dealer must request alternative government-issued documentation certifying
the existence of the business or enterprise.10 

- If the customer has applied for but not yet received a taxpayer identification number,
the CIP must include procedures to confirm that the application was filed before the
customer opens the account and to obtain the identification number within a
reasonable period after the account is opened.11

7. 31 CFR 103.122(b)(1).

8. 31 CFR 103.122(b)(2).

9. 30 CFR 103.122(b)(2)(i)(A).

10. 31 CFR 103.122(b)(2)(i)(A)(4).

11. 31 CFR 103.122(b)(2)(i)(B).



2. Customer Verification.  The CIP must include procedures for verifying the identity of the customer within
a reasonable time before or after the account is opened, using the information described in section 1 immediately
above.12 The procedures must describe when the broker-dealer will rely on documentary evidence or non-
documentary evidence, or a combination thereof.

(a) Documentary Method.  For a broker-dealer relying on documents to verify identity, the CIP must
contain procedures that set forth the documents to be used.  These documents may include:

for individuals, an unexpired government-issued identification showing nationality or
residence and bearing a photograph or similar safeguard (for example, a driver’s license or
passport);

for a person other than an individual (such as a corporation), documents showing the
existence of the entity, such as certified articles of incorporation, a government-issued
business license, a partnership agreement, or a trust instrument.

(b) Non-Documentary Methods. For a broker-dealer relying on non-documentary methods to verify
identity, the CIP must again include procedures describing the non-documentary methods to be used.
These methods may include:

contacting the customer;

comparison of information provided by the customer with information provided by a
consumer reporting agency, public data base or other source;

checking references with other financial institutions; or

obtaining a financial statement.

The broker-dealer’s non-documentary methods must address situations where an individual is unable to provide
an unexpired government-issued identification bearing a photograph or similar safeguard; the broker-dealer is not
familiar with the documents presented; the account is opened without obtaining documents; the customer opens the
account without appearing in person at the broker-dealer; and where the broker-dealer is otherwise presented with
circumstances that increase the risk of identity fraud.

(c) Additional Verification for Signatories and Others in Control of Account.The CIP also must address
situations where, based on the broker-dealer’s risk assessment of a new account opened by a customer
that is not an individual, the broker-dealer will obtain information about individuals with authority
or control over the account, such as signatories, in order to verify the customer’s identity.  This
verification method would apply only where the broker-dealer is unable to verify the customer’s
identity using the procedures described in (a) or (b) above.13

(d) Lack of Verification. The CIP must include procedures for circumstances where the broker-dealer
cannot form a reasonable belief as to the customer’s true identity, which must describe:

when the broker-dealer should not open the account;
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12. 31 CFR 103.122(b)(2)(ii).

13. 31 CFR 103.122(b)(2)(i)(C).
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the terms under which the account can be used while the broker-dealer seeks to verify
identity;

when the broker-dealer must close an account after failing to verify identity; and

when the broker-dealer should file a Suspicious Activity Report.14

A broker-dealer’s procedures for obtaining customer information and verifying the identity of a customer, as
described in Part II.A above, may vary somewhat based on the broker-dealer’s own assessment of the risks involved.
The remaining requirements of the Final Rules summarized below, with the exception of reliance on other financial
institutions (paragraph D), are standard requirements that may not vary depending on risk factors.15

B. Recordkeeping.  The CIP must include procedures for making and maintaining a record of all
information obtained in verifying identity.  These records must include at least:

1. All identifying information about a customer obtained under the procedures described in Part II.A.1
above; 

2. A description of any document relied on to verify the customer’s identity as described in Part II.A.2
above.  This record must note the type of document, any identification number, the place of issuance,
and, if any, the date of issuance and expiration date;

3. A description of the methods used and results of any measures undertaken to verify the identity using
non-documentary methods; and

4. A description of any resolution of any substantive discrepancy discovered when verifying information.

The broker-dealer must retain the records made under paragraph 1 (immediately above) for 5 years after the
account is closed, and the other records made must be retained for 5 years after the record is made.16

C. Comparison with Government Lists.The CIP must include procedures for determining whether the
customer appears on any list of known or suspected terrorists or terrorist organizations issued by any Federal
government agency and designated by Treasury as such.17

At this time, there is no single Federal government list that broker-dealers can consult.  However, broker-dealers
will not have an affirmative obligation to seek out all lists.  Instead, Treasury proposes to issue separate guidance
regarding the lists to be consulted.18

D. Customer Notice. The CIP also must include procedures for the broker-dealer to provide adequate notice
to customers that the broker-dealer is requesting verifying information.  The Rules provide a sample notice that may
be posted in the broker-dealer’s lobby, web site (at least for accounts opened via the Internet), or account applications
to satisfy this requirement.19

14. 31 CFR 103.122(b)(2)(iiii).

15. 68 Fed. Reg. at 25117

16. 31 CFR 103.122(b)(3).

17. 31 CFR 103.122(b)(4).

18. 68 Fed.Reg. at 25122.

19. 31 CFR 103.122(b)(5).
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E. Reliance on another Financial Institution. The Rules provide that a
broker-dealer may rely on another financial institution’s performance of any
procedures of the institution’s CIP, so long as:

1. reliance on the other institution is reasonable under the
circumstances;

2. the other financial institution is subject to 31 USC 5218(h) and
is regulated by one of the federal banking agencies, the SEC or the
CFTC; and 

3. the other institution agrees by contract to certify annually to the
institution that is relying on it that it has implemented an anti-
money laundering program and that it will perform specified
requirements of the CIP. 20

Please contact John ReVeal, at (202) 624-7261 or jreveal@pgfm.com, with
any questions regarding the Final Rules summarized above.
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20. 31 CFR 103.122(b)(6)
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